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Castlight Relies 
on Signal Sciences 
for Innovative 
Security Insights
CHALLENGE

Supporting millions of users within large 
global enterprises to access private 
health and wellness data, Castlight 
sought a replacement to its incumbent 
web application firewall (WAF) to achieve 
advanced security controls with better 
performance and fewer maintenance issues. 

Castlight’s security team had invested a considerable amount in its traditional appliance WAF, but the solution fell short in 
terms of performance, visibility, and attack coverage. When it came to scoping protection for a newly acquired company’s 
web applications, the team approached Signal Sciences as an alternative.

Due to the legacy architecture of common network-based WAFs, Castlight ran into issues where they had been required 
to provide SSL keys—which they preferred not to—and the encryption method used by the vendor meant it couldn’t 
inspect a certain percentage of traffic, resulting in unnecessary risk and exposure. 

“Signal Sciences started working right off the bat. Signal Sciences installs in our web server, the 
exact spot in the tech stack where it should sit, where it’s easier to maintain and doesn’t upset the 
network team for requiring SSL keys or introducing another traffic hop.”
Andrew Van Wormer, Sr. Manager, Security Operations

https://www.signalsciences.com/
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SOLUTION

Signal Sciences provided Castlight with a modern architecture and innovative 
capabilities that recouped 10 hours per month in maintenance, cut in half the time 
spent on report preparation for executives, and surfaced 50% more attacks it could 
block and respond to, all while maintaining HIPAA compliance.

Enhanced Security With Less Maintenance

Signal Sciences enabled Castlight to significantly trim 
down maintenance and monitoring costs, while getting 
even better security visibility. With dashboard reports 
that provide monthly snapshots of blocked attacks, 
most attacked targets, and more, Castlight’s security 
team spends half as much time generating executive 
summaries as they did with their previous WAF. 

Additionally, smarter, out-of-the-box detections and 
Power Rules allowed them to recoup 10 hours per month 
in maintenance time, while detecting and blocking 
50% more attacks their old tool couldn’t see. The team 
had been using a legacy WAF with an estimate of rules 
in the 1000s, and is now using Signal Sciences default 
detections that don’t require any rules, and just a dozen 
or so Power Rules that are configured through a simple, 
modern UI. Castlight had outsourced the management 
of its rules before, which added risk and error since their 
team couldn’t directly control it. 

Network Learning Exchange Shows 
Sophisticated Insights

Castlight’s team uses Signal Sciences NLX—a trusted 
source of malicious activity seen elsewhere across Signal 
Sciences’ customer base—to their advantage against 
attackers to stop threats from progressing further. When 
the team gets an alert from Signal Sciences NLX, it’s 
a high confidence signal that they’re able to act on by 

monitoring or blocking traffic from that source. “The 
community model is huge,” says Van Wormer. “NLX is 
innovative in that it gives us additional insights that not 
a lot of other companies are getting. It helps us show the 
business that we’re growing more sophisticated in our 
ability to protect our platform.” 

Modern Security That Unifies Teams

With a distributed team model of 20 people across 
network, DevOps and security teams, it was important 
to have a tool that provided access to valuable insights 
to all teams and was easy to use. With the previous 
WAF, the DevOps and network teams had no visibility or 
understanding of what the tool did or how it worked. By 
comparison, the DevOps team respected Signal Sciences 
because it was easy to install, didn’t require maintenance 
post-install, and it didn’t add any noticeable overhead 
(less than 10ms of additional application latency).

“There is big value in having an easy to use UI 
that looks new and modern, versus a legacy system 
with hard to find features and no insights or calls to 
action. It feels like you’re working with a more quality 
system when the UI is simple and clean. All teams 
feel empowered using new technology since it’s 
pretty easy to get the data you’re looking for.”
Andrew Van Wormer
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